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1. Executive Summary 

CrowdHEALTH aims at the provision of a data-driven platform that enables the creation and 

evaluation of public health policies. A key challenge in the creation of health policies is to 

ensure that several aspects are considered in a complete way. To this end, CrowdHEALTH 

introduces a new paradigm of Holistic Health Records (HHRs) that include all health 

determinants (e.g. social and lifestyle data such as nutrition or physical activities, biosignals 

obtained from home healthcare systems or wearables, clinical data, medications, etc.). These 

data are obtained from different sources and data stores, for which CrowdHEALTH proposes 

mechanisms that allow the data flow towards the new data structures of HHRs. Additionally, 

the CrowdHEALTH architecture that is presented in this document, proposes frameworks for 

dealing with data inconsistencies in order to ensure data quality, data heterogeneity towards 

enhanced interoperability, as well as data aggregation to realize the HHRs vision. 

Furthermore, HHRs are not considered as “isolated” entities in the overall CrowdHEALTH 

infrastructure. The added-value emerges from their correlation and combination. In this 

context, HHRs are transformed into HHRs clusters capturing the clinical, social and human 

context of population segments and as a result collective knowledge for different factors. This 

collective knowledge is thereafter utilized by a set of health analytics tools and mechanisms 

(i.e. clinical pathway mining, risk identification and evaluation, forecasting and causal analysis, 

and situational awareness) in order to provide actionable information to the policy makers. 

CrowdHEALTH introduces a PDT that incorporates the aforementioned health analytics 

mechanisms and enables policy makers to pose questions and perform on-demand analytics 

on top of an innovative big data platform. A unique policy modelling approach is also 

introduced, driving KPI-based policies specification and thus allowing structured policies to be 

created and thereafter evaluated.  
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2. Introduction 

This document is the first from a series of deliverables that introduces the CrowdHEALTH 

architecture. Updated versions of the architecture will be released during the project lifecycle 

reflecting the potential changes and updates after prototyping and integrating the envisioned 

mechanisms, tools and services. 

As depicted in Figure 1, the aim of the CrowdHEALTH platform is to enable public health 

policies and strategies and (as an additional added-value outcome) efficient medicine, health 

support and disease prevention. CrowdHEALTH platform incorporates technologies for a 

paradigm shift from independent and heterogeneous services and devices, from limited data 

exploitation and from health records (Electronic Health Records – EHRs, and Personal Health 

Records - PHRs) that address partially the policy domain, to complete data views through the 

holistic health records (HHRs), to actually data exploitation emerging from collective 

knowledge (from HHRs clusters) and to effective and targeted health policies based on a set 

of health analytics tools.  

 

Figure 1 - CrowdHEALTH platform overview 

In a snapshot, HHRs are a key driver that enables capturing of different data, while HHRs 

clusters (based on clustering and classification technologies) facilitate the compilation of 

collective knowledge for the provision of efficient public health policies and services. The 

underlying data management framework allows the integration and utilization of any data 

source, the cleaning of the datasets and their annotation towards interoperability guarantees. 

In terms of policies, modelling and creation are based on their structural representation 

including several KPIs, while this process exploits the outcomes of a set of health analytics 
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mechanisms including forecasting, causal analysis, risk identification and evaluation, context 

analytics and clinical pathway mining. 

This document is structured as follows: Section 3 provides the base terminology used across 

the document, while Section 4 highlights the key offerings of the CrowdHEALTH platform. 

Section 5 introduces the capabilities of different pillars of the platform, while Section 6 

introduces the architecture and the mechanisms that realize the aforementioned capabilities. 

The lifecycle of the data and policies in terms of updates and how the interplay between data 

and policies is achieved is presented in Section 7. Finally, given that the architecture can be 

deployed in different ways, Section 8 introduces the potential deployment patterns (a 

complete state of the art analysis of the baseline technologies is cited in deliverable D2.1 – 

State of the Art and Requirements Analysis v1 [1]).  
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3. Terminology 

On top of the list of acronyms cited above, this section introduces some key terms used 

across the document. These refer to the following: 

 HHRs (Holistic Health Records): The new structures of health records that include 

the information includes in EHRs and PHRs and on top additional data (e.g. nutrition, 

lifestyle choices, etc.). 

 Policies KPIs: The key performance indicators (i.e. metrics / parameters) included in 

the structural representation of policies. These indicators are used to model the 

policies as well as to monitor and evaluate them. 

 HHRs clusters: The HHRs will be clustered and classified according to different 

properties (ranging from location information to demographics, disease-specific 

parameters, medication, lifestyle choices or policy-specific parameters). These clusters 

actually represent the envisioned collective knowledge. 

 Health analytics: These are the set of mechanisms, tools and frameworks that 

analyse the datasets in order to provide information towards policy makers. The health 

analytics refer to the following mechanisms: forecasting, causal analytics, clinical 

pathway mining, and risk identification. 

 Visualization workbench: The workbench is an advanced visualization environment 

that allows any actor to interact with the CrowdHEALTH platform and obtain both raw 

data and analytics outcomes. 

 Policy development toolkit: The toolkit is a framework which incorporates the 

visualization workbench and provides a unique point of interaction with the policy 

makers. Through the toolkit the policy makers will be able to state their questions, 

obtain health analytics outcomes and perform policy modelling and policy making. 

 Data acquisition API and gateway: These refer to the interfaces of devices / data 

sources and the gateway that CrowdHEALTH introduces to enable data ingest from 

these devices.  
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4. CrowdHEALTH offerings 

The CrowdHEALTH platform addresses a wide range of actors. These refer to citizens, 

healthcare professionals (such as doctors), healthcare providers (such as hospitals) and 

policy makers. Figure 2 summarizes the key offerings towards each one of these actors as 

well as the data flow from and towards the actors. 

 

Figure 2 - CrowdHEALTH offerings 

As depicted in Figure 2, the CrowdHEALTH platform’s ecosystem consists of four (4) different 

groups of actors, each one interacting in a separate way with the platform: 

 Policy makers 

o Endpoint: Policy Development Toolkit 

o Inputs: Existing health policies 

o Outputs: Public health policies 

o Process: The policy makers exploit the Policy Development Toolkit through which 

they model their policies, based not only on the existing health policies that they 

currently aim at creating, but also based on the health policies that other policy 

makers model and create. As a next step, they create new public health policies, and 

after the evaluation of them, they receive these new developed public health policies 

via the Policy Development Toolkit. 

 Citizens 

o Endpoint: Data Acquisition API, Visualization Workbench, Policy Development Toolkit 
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o Inputs: Medical data, Policy experimentation results 

o Outputs: HHRs, Analytics outcomes 

o Process: The citizens offer through various streaming data sources (e.g. wearable 

sensors) their medical data (on top of what is already included in their EHRs and 

PHRs), which is initially gathered and integrated into the platform via the Data 

Acquisition API, and then is being transformed and aggregated so as to formulate 

both the HHRs and the HHR clusters. After this formulation, the health analytics 

mechanisms (i.e. clinical pathway mining, causal analysis, multimodal forecasting, 

and risk stratification) take place. During the policies evaluation process, citizens may 

participate in this experimentation in order to provide feedback to the PDT (i.e. to the 

policies’ evaluation phase) based on their experiences, which will be furtherly used 

into the policies’ creation. Through the Visualization Workbench of the platform, the 

citizens are able to obtain information about their data as well as about the analytics 

outcomes. 

 Healthcare Providers 

o Endpoint: Data Acquisition API, Visualization Workbench, Policy Development Toolkit 

o Inputs: Medical data, Historical analytics data 

o Outputs: Public health policies 

o Process: The healthcare providers offer the health records that are ingested through 

the Data Acquisition API, and then transformed and aggregated so as to formulate 

both the HHRs and the HHR clusters. As in the case of citizens, after this formulation, 

the health analytics mechanisms take place. After the completion of policies 

modelling, evaluation, and creation, the healthcare professionals receive the 

developed public health policies from the Policy Development Toolkit. Through the 

Visualization Workbench, the healthcare professionals are able to visualize and 

observe all the relevant information (e.g. formulated HHRs and HHR clusters). 

 Healthcare Professionals 

o Endpoint: Data Acquisition API, Visualization Workbench, Policy Development Toolkit 

o Inputs: Medical data 

o Outputs: HHRs, Analytics outcomes, Public health policies 

o Process: The healthcare professionals offer through various data sources additional 

health-related data, which are initially ingested into the platform via the Data 

Acquisition API, and then they are transformed and aggregated so as to formulate 

both the HHRs and the HHR clusters. As in all the above cases, after this formulation, 

the health analytics mechanisms are executed. After the completion of policies 

modelling, evaluation, and creation, the healthcare professionals receive the 

developed public health policies from the Policy Development Toolkit. Through the 

Visualization Workbench, the healthcare professionals are able to visualize and 

observe all the relevant information (e.g. formulated HHRs and HHR clusters). 
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5. CrowdHEALTH capabilities 

CrowdHEALTH platform encompasses several innovative mechanisms that provide specific 

functionality. All in one realize the vision of an integrated data-driven platform for effective 

policy making. However, these mechanisms can be grouped (and can potentially also be 

exploited) in a way that provides specific sub-functionalities. These sub-functionalities / 

capabilities are presented in this section, while Section 6 provides details for the mechanisms 

that realize these capabilities. 

 

Figure 3 - Platform capabilities overview 

Based on the above and as depicted in Figure 3, several capabilities have been identified, 

which are further detailed below: 

 Plug’n’Play Sources offer capabilities for both identifying and characterizing all the 

available data sources, accompanied with the required probes and gateways for 

managing the connectivity and communication among these data sources and the 

CrowdHEALTH platform. 
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 Sources Reliability allows the adaptive selection of all the available data sources, 

based on their perceived data reliability, provided information type, as well as data 

availability. 

 Data Cleaning is based on mechanisms for (i) improving the reliability of information 

processed from the various data sources, as well as (ii) achieving adaptive selection of 

data sources, based on reliability/reputation patterns. 

 Data Conversion offers vital techniques for achieving both semantic and syntactic 

interoperability across heterogeneous data deriving from different data sources. 

 HHR Manager offers the main functionalities used for (i) identifying health records’ 

properties, and (ii) extending existing health records to include holistic health 

properties, as well as social related attributes in order to produce the corresponding 

HHRs. 

 Data Aggregation provides different models, techniques, and subsystems for 

aggregating data, streaming and at rest, gathered from different data sources into the 

generated HHRs. 

 Collective Knowledge provides (i) all the required machine learning and data mining 

techniques (i.e. clustering, classification, regression, etc.) for extracting patterns based 

on HHRs common characteristics, as well as (ii) techniques for extracting insights by 

combining the different information form the HHRs. 

 Data Anonymization offers all the required approaches for achieving data 

anonymization, data protection and access control. 

 Trust & Reputation Modelling is realized through all the necessary tools for ensuring 

the correctness, safety, and security of the sensing entities and their generated data, 

throughout their interaction within the CrowdHEALTH platform. 

 Data Visualization provides an environment that offers adaptive and incremental 

visualization of the data to support and ease the analysis of the data by the policy 

makers.  

 Big Data Analytics provides the real-time analytics big data platform that enables to 

get insights in real-time accompanied with polyglot support for enabling the integration 

of heterogeneous data sources’ data into the platform and providing an analytics 

platform able to analyse all the data holistically, independently of the underlying data 

sources and data models. 

 Context Analytics is realized through tools for situational awareness and context 

analysis in order both to provide insights towards HHRs clustering (e.g. through 

similarity measures) and to provide information regarding health contextual aspects 

(e.g. an emerging epidemic disease). 

 Policies Modelling offers the capabilities to (i) model the highlighted health policies 

constructing their structural representation, (ii) outline health policies’ parameters that 

will be monitored, evaluated, adapted, etc. (i.e. KPIs), and (iii) evaluate all this 

acquired information through specific evaluation methodologies and tools. 

 Policies Evaluation offers all the necessary functionalities for evaluating the newly 

developed PHPs, based on the citizens’ acquired experimental results.  
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 Populations Identification offers the basic functionality for identifying the appropriate 

citizens for evaluating the newly constructed health policies. 

 Health Analytics provide all the techniques responsible for carrying out clinical 

pathway mining, multimodal forecasting, causal analysis, as well as risk stratification. 

5.1. Holistic health records 

5.1.1. HHR manager 

The CrowdHEALTH platform allows the creation and exchange of HHRs. The HHR model 

extends the existing HL7/FHIR model introducing information entities to define behaviours, 

lifestyle, nutrition etc. of individuals and any social attributes related to them such as 

relationships, events, experience, impact on other individuals and so on. It will be possible to 

instantiate and populate HHR FHIR-based entities as Java objects. 

5.1.2. Collective knowledge / HHR clusters 

CrowdHEALTH platform facilitates the extraction and exploitation of collective knowledge. In 

particular, it enables: (i) the automatic (or semi-automatic) identification of classes of HHRs 

related to individuals with similar health issues and (ii) the automatic assignment of new HHRs 

to these identified classes (helping to identify possible unobserved/future health issues). All 

health analytics (and as a result policy making) will be performed on top of these clusters, thus 

allowing the exploitation of the created collective knowledge. 

5.1.3. Context analytics 

The situational knowledge / context analysis capability of CrowdHEALTH addresses both the 

data and the policy functional areas. Along considered areas, this component aims to 

generate decision support knowledge on both the health domain and on the data domain on 

top of the big data infrastructure (like CEP patterns adjustment, algorithms validation on trial 

data, etc.). Of course, major topic considered is context analysis based on predefined models 

and collected data from both real data and historical sources, “virtualized” in the processing 

systems from instrumented real-life sources (and consolidated, as described in HHR 

datasets). These data will be analysed by the context analysis offering the capability of the 

identification of the health context in different HHR datasets. 

5.2. Public health policies 

5.2.1. Policies modelling 

The policies modelling component will enable the compilation of a structure representation of 

policies including KPIs (i.e. parameters) that reflect the policy goals, the target populations, 

the time frames, the proposed activities, etc. Several models (as “templates”) will be included 
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based on the analysis and review of current PHP, including best practices and interviews with 

the corresponding authorities to identify key stakeholders, KPIs, and to get proper data 

information that may be potentially useful for the development of data-driven predictive models 

with regard to the detected KPI. This first analysis will set the precondition for analytics related 

comparison, to correlate good practices with domain professionals’ feedback and to detect 

possible deviations in the PHPs. 

The policies modelling capability will be provided based on semantic reasoning tools to 

provide a logical and semantic representation of PHPs including processes, context, relevant 

stakeholders and relevant KPIs. These will yield a set of questions to solve from the data-

driven models that will allow the integration of their results and visualizations together with the 

goals of each use case and PHP. 

5.2.2. Policies evaluation 

The main aim of this component is to evaluate (i.e. assess) the developed policies put in 

place. The evaluation will be done according to the KPIs included in the policies model. To 

this end, the evaluation of PHPs will be done using parts or the conceptual framework of the 

OECD Health Care Quality Indicator Project [2]. This framework proposes four tiers: (i) Health 

Status, (ii) Non-Healthcare determinants of health, (iii) Healthcare system performance, and 

(iv) Health system design and context, include different dimensions for evaluating PHPs. 

Depending on each Use Case and their KPIs, an appropriate set of dimensions will be taken 

into account.  

Each use case will have a group of public health experts capable of evaluating the PDT in its 

facets of acceptability, usability and reliability. Each KPI detected and addressed through each 

of the use cases and each data-driven model will fit into one of the dimensions of the OECD's 

conceptual framework, which in turn will guide the evaluation of the group of public health 

experts of each institution. The evaluation will be carried out using TAM questionnaires. 

5.2.3. Populations identification 

The populations’ identification capability allows the selection and filtering of specific cohorts 

from the available population - in terms of available data - in order to achieve two goals. In the 

first one, regarding data analytics, the identification of the population will serve as a tool for 

identifying the proper datasets to be used in the development and validation of the data-driven 

models and causal analytics. In the second one, regarding policies evaluation, it will be used 

for identifying proper cohorts to be used for evaluating the associated KPIs related to the 

PHPs. The identification of the population should be strategically defined beforehand in order 

to make easier the use of the population identification tool. 
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5.3. Health analytics 

5.3.1. Risk stratification 

In order to support the development and evaluation of population-level health policies, the 

CrowdHEALTH platform utilizes data-driven, analytical models for risk stratification. Risk 

stratification refers to grouping individuals into categories of risk. By taking the entire 

population, CrowdHEALTH will refer to proportions of people belonging to risk categories such 

as low, medium and high risk. Furthermore, it can apply the same categories to different 

segments of the population, according to policy-relevant population segments such as gender, 

age or socio-economic factors. 

A range of risk stratification capabilities will be feasible, supporting certain medical risk events, 

such as the development or progression of a particular disease within a particular period. The 

risk stratification capability helps to inform policy makers of what the population-level risks are, 

which may influence the priorities in existing policies or inform the needs for new policies. 

Further, the outputs of risk stratification will help policy makers to prioritise and optimise the 

management of care based on determining which segments are of greater risk. In summary, 

the risk stratification capability enables answering the following questions: (i) What is affecting 

our policy objectives (strategy)? Could this raise awareness of new issues/risks?Where are 

policies needed? Are new policies needed? Do existing policies need to be updated? (ii) What 

are the key risk factors? Are there new risk factors? (iii) Who should we target with our 

policies? What segments of the population are at greater risk? 

5.3.2. Clinical pathway mining 

Clinical pathway is a wide term that encompasses many definitions. A literature review ten 

years ago identified 84 different terms defining what a clinical pathway is: care map, care 

pathway, critical pathway, integrated care pathway, protocol and guideline [3]. CrowdHEALTH 

approach is focused on the development of process models to infer the real flow of actions 

that patients overtake across the continuum of care. Therefore, a clinical pathway is the trace 

of the healthcare services, analytics, treatments and other events that patients go through. 

These models are based on the project available longitudinal data sources, in this case, the 

data sets from hospitals and data records with a temporal dimension (e.g., from health 

wearables). Clinical pathway will give the PHP experts an understanding on how the current 

clinical practice is performing from the perspective of a process and enable the evaluation of 

the healthcare guidelines and policies related to the management of chronic diseases.  

5.3.3. Multimodal forecasting 

The multimodal forecasting approach capability enables the analysis of a group of patients or 

of population-based samples observed over time. The key element is through this time-based 

observation to explore the progression towards some diseases and potential risk factors. In 

most cases in public health studies, the measurements are repeated in order to end up to the 
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right conclusions. On the contrary,CrowdHEALTH platform will enable the simulation of these 

metrics in order to forecast diseases development or the potential risk factors. The basic 

characteristics of the multimodal forecasting capability are the avoidance of errors due to the 

record keeping or memory recalling, the importance of time and time sequence of relationships 

and the feasibility to estimate the variance that caused from the individuals. The forecasting 

analysis will be focused on the patients’ groups of interest (cardiovascular, obesity, cancer etc.) 

and analyse their data as objectively “clean” historical records. Although it seems essentially 

retrospective analysis, it will be used in this task prospectively in the sense that the data 

obtained from the use case scenarios are clean and they do not include time-based errors so 

that it can be used in a simulated test scenario. 

5.3.4. Causal analysis 

The causal analysis capability will exploit the HHRs based on an epidemiological approach in 

order to investigate causality relationships of a disease and enhance the policy making 

process with the outcomes of the causal analysis. This capability is used within 

CrowdHEALTH for a deeper public health analysis based on the HHRs and it is aiming to infer 

not only beliefs or probabilities under static conditions, but also the dynamics of beliefs under 

changing conditions, for example, changes induced by treatments or external interventions.  

CrowdHEALTH addresses different use cases that will provide to causal analysis both 

observational data (such as prospective and retrospective data) as well as interventional data 

for instance clinical trials. The main purpose of this observational data is to identify causality 

factors that increase the incidence of a disease and how this information could improve the 

diagnosis and prevention strategies, while in clinical trials the purpose is to identify new drugs 

that limit their symptoms of a disease or lead to complete healing (treatment). 

5.4. Data management 

5.4.1. Data cleaning 

Within the context of CrowdHEALTH, cleaning of data will be related to (i) the identification of 

errors associated with conformance to specific constraints, safeguarding that the data 

measures compare to defined business rules or constraints, including yet not limited to 

conformance to specific data types (integer, string, etc.), conformance to value representation 

(e.g. for text formatting "123-45-6789" or "123456780" or "123 45 6789"), conformance to 

range constraints (minimum and maximum values), conformance to pre-defined values (e.g. 

values selected from a drop-down list), conformance to cross-field validity (e.g. the sum of the 

parts of data must equal to a whole) etc. (ii) the correction / removal of errors identified during 

the aforementioned validation process, (iii) the completion of missing information, 

safeguarding that the data set provided is fully complete, as well as conformance to 

mandatory fields / required attributes (required fields which cannot be empty), and iv) 

safeguarding that data provided is accurate. Data cleaning will take place prior to the data 
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storage and thus prior to the data analysis, thus data cleaning will not be bound with a specific 

algorithmic category (e.g. forecasting or clustering), but will be applied at a more generic level, 

taking into consideration rules and constraints pertaining to the various pilots, without however 

messing with the scientific value of the data. Nevertheless, additional data cleaning, mainly 

associated with the handling of additional missing data, will be handled at algorithmic level 

during the data analysis process (e.g. during the risk stratification process). 

5.4.2. Data aggregation 

The data aggregation capability supports both operations to integrate large, disparate and/or 

streaming data sources, and operations to provide aggregated results for analysis. Information 

aggregation can happen in four ways: (i) Data coming from health systems that can be 

aggregated into the HHRs by means of a micro-services based approach. (ii) Health systems 

or applications that can explicitly add batch or streaming data within the big data underlying 

environment. (iii) Aggregation analytic queries that can update the existing data or HHRs 

within the big data platform. (iv) High-frequency streaming data from wearables and other 

healthcare devices that can be processed and stored within CrowdHEALTH using a CEP 

engine. 

These aggregation operations will be supported by the capabilities encoded in LeanXcale big 

data platform and the CEP through a micro-service approach. The micro-services will encode 

data-maps to perform more traditional ETL type data aggregation operations. The LeanXcale 

big data platform will be enhanced to support the different types of aggregation operations 

expected in the CrowdHEALTH platform.   

The data maps, developed using open source tools such as Talend Open Studio [5] for data 

integration, will be designed to cater the need for specific aggregation operations e.g. by 

receiving the data, perform the necessary transformation operations and aggregating the data 

in the relevant HHR. 

5.4.3. Data conversion 

Within the context of CrowdHEALTH, it is necessary to make transformations between all the 

different datasets that will be deriving from the Use Case partners. These transformations can 

be performed between standards, or from a standard to a single standard that will act as a 

lingua franca. In order to carry out the data conversions, knowledge about the origin and 

destination standards is necessary to be able to respect the meaning implied in the context or 

in the structures of the RMI, and to take it into account during the transformation. This 

knowledge may be implicit in each of the connectors that transform information between 

standards. Consequently, regardless of the format used, it is possible to create a knowledge 

base that contains the classifications of the standards, together with the rules and patterns of 

transformation, that once applied, can achieve interoperability and homogeneous access to 

heterogeneous sources. 
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The data conversion mechanism will be capable of being implemented simultaneously to 

different medical standards, for efficiently managing heterogeneous data. In more details, the 

data conversion process will translate the data structure and the field names of the Use Case 

datasets into HL7/FHIR format, in order to either create or update an HHR resource that will 

query through existing HHRs. The primitive data will be translated through a Structure Mapping 

Service that will be developed for running several matching operations - either in series or in 

parallel - and then will filter the results of these matchers to find an overall alignment between 

the different datasets. In sequel, a Terminology Service will be developed for selecting the 

different items in the provided coding systems, finding terminological matches among the 

provided datasets. During that process, information will be extracted out of the Use Case 

datasets in order to finally fill and update the corresponding HHR resources. 

5.4.4. Big data analytics 

The CrowdHEALTH vision raises a number of challenges in data management with regard 

data management. First, we target a federation of independent organizations, each of them 

with their own data management systems and different schemas, etc. Second, each 

organization typically has different silos due to the use of different data stores with different 

technologies and data models going from structured databases with SQL to NoSQL data 

stores passing through Hadoop data lakes. Third, different natures of data are considered, 

data at rest and streaming data with very different needs for being queried and managed. 

Fourth, hybrid workloads are used, including OLTP for managing operational data and OLAP 

for doing analytics over the data. Finally, different kind of data and data models are used 

including unstructured data such as medical images, semi-structured data such as JSON 

documents, graph data for relationships across people, structured data, etc. 

CrowdHEALTH data management needs will be addressed by means of the LeanXcale 

platform and the extensions that will be performed in the context of the project. LeanXcale 

database is a scalable relational database. It bears arbitrary operational, OLTP workloads. 

This functionality enables to deal with data ingestion at very high rates providing data to 

support policy makers even in health crisis cases such as the one during the avian flu. This 

functionality is also crucial to deal with health wearables for large number of users such as 

10s or 100s millions and to be able to provide emergency services for all citizens. 

LeanXcale brings as well an OLAP query engine that enables to process analytical, OLAP 

workloads, as well as hybrid operational and analytical workloads (OLTP+OLAP). The OLAP 

functionality enables to perform periodic and ad-hoc analytical queries to find insights about 

illnesses, effective treatments, life styles, etc. The hybrid OLTP+OLAP functionality enables, 

for instance, policy makers to make ad hoc analytical queries over operational data during 

health crisis to try to characterize patterns, etc. Inorder to ease the interoperability with 

applications, LeanXcale provides standard SQL as the query language and a standard JDBC 

driver as the standard API to access the database. 
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LeanXcale will be integrated in the context of the project with the data streaming engine 

developed in the project. This integration will address use cases in which it becomes 

necessary to manage streaming data combined with data at rest. This integration lies in 

creating a data streaming operator that enables to run arbitrary SQL statements for each 

event. In this way, it becomes possible to correlate events with operational data and/or update 

operational data based on the event. This integration is not possible to be performed by 

traditional databases for large data streams such as the ones from health wearables at large 

scale, since they become a bottleneck due their limited update rate. LeanXcale, thanks to its 

innovative ultra-scalable transactional management, has removed this bottleneck and enables 

to address these use cases by means of the integration with the data streaming engine 

developed in the context of the project. 

The challenge on the isolated silos across different kinds of data stores at each organization 

will be addressed by leveraging the polyglot capabilities of LeanXcale that enables to integrate 

its query engine with different data stores. Some data stores are already integrated into 

LeanXcale and any new other data store that might be needed will be integrated as well. This 

polyglot support enables to perform queries across isolated data stores and use them as an 

unified database. Another important need is the integration with data lakes that are commonly 

used to store unstructured data such as medical images. LeanXcale will also provide 

integration with data lakes to enable queries across structured, semi-structured and structured 

data. 

5.4.5. Data visualization 

The CrowdHEALTH platform will provide an adaptive and incremental data visualization 

workbench enabling policy makers to easily obtain information regarding their analytical 

queries, retrieve, filter and transform the results, and finally visualize them in different ways, by 

means of different charts, tables, graphs, images, etc. The visualization tool will let policy 

makers to create dashboards dynamically. The workbench will also offer tools for incremental 

visualization of data analytics outcomes. As a key capability, it will be integrated in the PDT 

that will be the unique point of reference for the policy makers. 

5.5. Data sources 

5.5.1. Plug‘n’play sources 

The proposed Plug‘n’play approach offers the capability to dynamically integrate both known 

(in terms of predefined APIs methods) and previously unknown (in terms of undefined APIs 

methods) heterogeneous data sources during runtime, by providing a dynamic data 

acquisition API. Thus, all these data sources will be efficiently supported and dynamically 

inherited into the CrowdHEALTH platform in order to offer their data. As a result, the 

CrowdHEALTH platform will provide sufficient flexibility and adaptability regardless of the 

various underlying heterogeneous data sources, avoiding the need for application-level 
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programming and manual and ad-hoc integration of new streaming sources such as health 

sensors. 

5.5.2. Sources reliability 

The proposed predictive selection mechanism will be implemented to dynamically categorize 

both known and unknown data sources to specific “levels of trustfulness” (i.e. data reliability, 

provided information type, data availability), according to a given threshold. As a result, all the 

data sources that do not meet the “trustfulness” criteria will be extracted, ensuring not only the 

origination of the data sources’ incoming data, but also the adaptive selection of all these 

available data sources in order to be connected into the CrowdHEALTH platform. 

5.6. Security 

 

5.6.1. Trust management & reputation modelling 

The trust management & reputation modelling capability enables the provision of an efficient, 

flexible, general-purpose and privacy preserving evaluation model. The key features of the 

modelling capability include: (i) the ability to make adjustments based on evaluating streamed 

data (windowing), (ii) the evaluation and analysis performed at a lower architectural level (i.e. 

close to the data acquisition points) and which is not based on mining large amounts of data 

or applying a complex behavioural model, (iii) the elimination of anomalous values by filtering 

them automatically from the data streams in order to avoid false positives, and (iv) the 

adaptive to contextual changes and extendible through the possible inclusion of additional 

behavioural and data-fusion models. 

5.6.2. Authentication, authorization, access control 

CrowdHEALTH will process sensitive health data and thus privacy is of utmost importance. 

The data anonymization capability is required before a big data business can run effectively 

without compromising the privacy of the personal information it uses. An anonymous health 

record contains information from which the person to whom the data relates cannot be 

identified. The threshold for anonymization under EU data protection law is very high. Data 

can only be considered anonymous if re-identification is impossible, meaning that re-

identifying an individual must be impossible by any party and likely reasonably to be used for 

this attempt. 

 

Moreover, and given that the CrowdHEALTH end users may be diverse (ranging from doctors, 

and public authorities, to policy makers, and patients), a user authentication and authorization 

capability will be realized. It will be used to ensure that a user is who he claims to be and that 

he has the right access rights to the resources he needs. Each user, depending on his/her 

classification, should have different access to the system resources and this can be enhanced 

by the use of Attribute Based Access Control that is an additional security feature to enforce 

security on the system resources based on the attributes of the user, the object and the action 

that the user requests.  
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6. Overall architecture  

6.1. Architecture overview 

Based on the identified project goals and the collected technical and use case requirements 

(documented in D2.1 – State of the Art and Requirements Analysis v1) [1], the following initial 

architecture has been compiled.  

 

Figure 4 - CrowdHEALTH architecture 

6.1.1. Overall architecture concept 

As depicted in Figure 4 , the overall architecture of the CrowdHEALTH platform consists of 

three (3) main pillars, the Data & structures, the Health analytics, and the Policies.  

 

In the context of Data & structures, as it is outlined in Figure 4, the whole pillar is additionally 

being divided into three (3) different sub-pillars: (i) Data ingestion, (ii) Data integration, and 

(iii) Data processing. 

 

Data ingestion: The CrowdHEALTH platform may take as an input either data from streaming 

data sources (i.e. unknown sources) or data from the healthcare providers’ data stores (i.e. 
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known sources). In order for this data to be anonymized, the Data anonymization component 

takes as an input this data, to completely anonymize it, achieving the required data disclosure 

and privacy requirements. Depending on the type of the data source that the anonymized data 

has derived from (i.e. either unknown or known sources), the flow of the data has two different 

options.  

1st option: In the case of the unknown sources, the anonymized data is being sent into the 

Plug’n’play sources component, where different technologies are being provided for easing 

the connection between the new streaming data sources and the CrowdHEALTH platform, 

and identifying the sources’ APIs. Thus, all the identified APIs are being sent into the 

Gateways component, where all the challenges concerning both connectivity and 

communication issues will be solved, ensuring the meaningful interpretation of the acquired 

data and the feasibility of their incorporation into the HHRs. 

2nd option: In the case of the known sources, the anonymized data is being sent immediately 

to the Gateway component, where both connectivity and communication issues will be solved 

at the same time. 

 

Data integration: Since it is important to have a certain confidence that the gathered 

information is both provided by the entity that is expected to provide it, and is sufficiently 

reliable to ensure information “fresh-ness” and appropriateness, the Gateway sends to the 

Data cleaning & Sources reliability component all the incoming anonymized data. In that case 

various techniques will be performed enabling adaptive selection of sources based on the 

corresponding availability patterns and volatility levels, whereas all this data that derived from 

the reliable data sources, will be totally cleaned, by identifying and removing potential errors 

and inconsistencies. Therefore, the Data cleaning & Sources reliability component sends back 

to the Gateway all the cleaned data, which is then being sent to the Data conversion 

component that implements different functionalities. Firstly, this component uses the HHR 

manager component, which is responsible for constructing the HHRs’ structure (i.e. the 

HL7/FHIR-compliant attributes that the HHR will contain), and sending this structure back to 

the Data conversion component, while it executes data queries to the Data aggregation 

component to obtain data from the CrowdHEALTH Data Store (formulated into HHRs). In 

sequel, the Data conversion component acquires as an input all the cleaned data, the HHRs’ 

structure, and the existing HHRs’ data and annotates them in order to make them 

interoperable in terms of both structure and terminologies. Consequently, this data (being 

anonymized, cleaned, and interoperable) is being sent to the Trust & Reputation evaluation 

component, where the trust and reputation rating of the HHRs’ data takes place by annotating 

them either as trustful or not, based on some existing trust, reputation, and reaction models. 

The last step refers to the annotated data, which was obtained by the Data aggregation 

component and aggregated into the HHRs to be stored into the CrowdHEALTH Data Store.  

Data processing: Having constructed and stored into the CrowdHEALTH Data Store all the 

aforementioned information, the HHRs clustering & classification component is triggered, (by 

the Policy Development Toolkit during the creation / analysis of policies) taking as an input the 

HHRs, in order to capture the correlations among the similar HHRs that are identified. This is 



D2.4 - Conceptual Model and 

Reference Architecture v1 
20/11/2017 

 

                                       

 

27/57 

performed using the Context analytics component, in order to identify cluster similarities based 

on the context obtained from the compiled HHRs. All of data (i.e. HHR clusters) will be stored 

into the CrowdHEALTH Data Store, where through the Big data analytics component, real-

time big data analytics is performed on the data (i.e. HHRs, HHR clusters, historical citizen 

data), enabling correlations and extraction of situational factors between biosignals, physical 

activities, medical data patterns, clinical assessment, and laboratory exams. The big data 

approach will be able to process millions of events per second allowing the exploitation of 

(often-critical) medical data from different sources as things happen.  

In the context of Health analytics, analytical techniques are being utilized for carrying out 

Clinical pathway mining, Causal analysis, Multimodal forecasting, as well as Risk stratification, 

upon all the gathered data. Each one of these components works independently, acquiring as 

an input from the CrowdHEALTH Data Store all the constructed HHRs, and from the 

Populations identification component the chosen population segments (according to, e.g., 

age, gender or socio-economic factors). Additionally, it uses the Big data analytics component 

so as to perform its queries upon the stored data. In greater detail, Causal analysis allows the 

identification of the properties that affect the performance of policies and care plans, while 

Clinical pathway mining supports data analysis to identify similarities or differences in 

treatment among groups of patients, indicating major effective factors that affect several 

treatments and establishing a supporting framework for improving the treatment of patients 

with different diseases. Multimodal forecasting estimates the applicability and effectiveness of 

health policies, their variations and combinations to particular population segments, taking into 

consideration social information and spatiotemporal properties, while the Risk stratification 

component informs about population-level health risk, helping in identifying what proportions 

are at low, medium and high risk.  

In the context of Policies, the Policy Development Toolkit is the component that integrates 

several sub-components to enable policy makers to create, update and validate the policies. 

In this context, initially the Policies modelling component is triggered, which collects as an 

input all the existing policies, formulates new policies structures based on the policy makers 

inputs, and sends them to the Policies creation component. Apart from the developed models, 

the Policies creation component takes as an input the outcomes of the Health analytics 

results. In order to confirm whether the constructed policies are effective or not, the Policies 

creation component provides the policies as an input into the Policies evaluation component, 

which evaluates their effectiveness and appropriateness. The latter is performed based on the 

population segments that emerge from the Populations identification component. Hence, 

acquiring the Policies evaluation experiments’ results of the selected population segments, the 

constructed policies are able to be stored into the CrowdHEALTH Data Store. 

 

It should be mentioned, that all of this information will be provided to different entities in the 

ecosystem (e.g. healthcare providers, policy makers, care professionals, nutrition experts, 

etc.) through the Data visualization component, that will enable stakeholders to interact with 

the platform through analytical queries, while manipulating the results and visualizing them 
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(referring to HHR data) in an adaptive way. The Data visualization component will be 

integrated into the Policy Development Toolkit to provide the required enhanced visualizations 

towards the policy makers. 

The interactions described above as well as the information exchanged between the different 

components are reflected in the following sequence diagram (Figure 5 - CrowdHEALTH 

sequence diagram): 

 

Figure 5 - CrowdHEALTH sequence diagram 

6.1.2. Overall architecture example 

With regards to the aforementioned proposed overall architecture concept, an easy-to-follow 

example is provided, containing abstract measurements of five (5) different citizens, aiming to 

depict the current interactions.  

Figure 6 illustrates a simple dataset (hospital dataset) with personal details of five (5) 

different citizens, as they are recorded in a hospital’s record (hospital data store), with 

regards to their: USER ID, Surname, Name, Age, Activities, Height, and Weight. 
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Figure 6 - Hospital dataset 

Furthermore, as depicted in Figure 7, for the citizen with USER ID: 8006, there exist specific 

measurements (dataset A) as they were recorded by a known data source (device A), 

providing details for her: Heart Rate, Systolic Blood Pressure, and Diastolic Blood Pressure.  

 
Figure 7 - Dataset A 

Moreover, as depicted in Figure 8, for the citizen with USER ID: 5973, there exist specific 

measurements (dataset B) as they were recorded by an unknown data source (device B), 

providing details for her: Heart Rate, Systolic Blood Pressure, Diastolic Blood Pressure, and 

Oxygen Saturation. 

 
Figure 8 - Dataset B 

In the context of Data & structures: 

 The Data anonymization techniques suppress all identifiers that explicitly identify the 

subject, such as name, surname, ID number, passport number, etc. The remaining 

identifiers, such as Age, Height and Weight can - in combination - identify a subject, 

being called quasi-identifiers. Quasi-identifiers are generalized by replacing attributes 

with a broader category. The bigger the dataset is, the easier it is to be anonymized, 

due to its large population. A version of the hospital dataset by applying the rules of 

suppression and generalization is shown in Figure 9: 
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Figure 9 - Anonymized hospital dataset 

 As for device B, the Plug’n’play component identifies that it belongs to the unknown 

sources. Therefore, the components’ provided technologies classify device B 

according to its specifications and API, and through a mapping mechanism, device B 

is characterized based on its similarities with other existing known devices, and is 

integrated into the platform through the provided dynamic data acquisition API. 

 With regards to device A, since it is already a known device, the Gateway component 

enables connectivity and communication between device A, and the CrowdHEALTH 

platform. The same process takes place for the hospital data store that is considered 

as a known platform as well. Thus, as soon as the Gateway component recognizes 

that the hospital’s data store needs access to the CrowdHEALTH platform, it enables 

the connectivity and communication between the hospital data store, and the 

CrowdHEALTH platform. However, in order for device B to be connected and 

communicate with the platform, as it is an unknown device, the Gateway receives from 

the Plug’n’play component the identified API of device B, so as to achieve the required 

connection. 

 The Data Cleaning & Sources reliability component identifies the reliability of the 

gathered information, the availability patterns, the volatility levels, as well as the 

information “fresh-ness”, and appropriateness. According to a given threshold about 

which data source is considered reliable or not, it seems that both device A, device B 

and the hospital data store match the threshold’s criteria, and are marked as reliable.  

Additionally, in the same component, data quality assessment techniques are 

performed in the acquired datasets of the connected devices, in terms of data 

cleaning, originality, and quality. To this end, both dataset B and the hospital dataset 

are considered that they do not contain any uncleaned data. However, an alert is 

triggered that dataset B contains an undefined value, and for that reason the specific 

measurement (i.e. record with ID: 4) is erased (cleaned), resulting into the dataset of 

Figure 10: 
 

 
Figure 10 - Cleaned dataset B 
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 Therefore, the Data conversion component takes as an input all the cleaned datasets, 

and translates all the heterogeneous measurements and attributes of them, into a 

common format using the HL7/FHIR standard. In the current example, the only 

heterogeneity between the three (3) different datasets that is observed, deals with the 

measurement unit of the Systolic Blood Pressure measurement. In more details, 

dataset A measures the Systolic Blood Pressure in inHg, while dataset B measures 

the Systolic Blood Pressure in mmHg. For that reason, all of the measurements are 

transformed in a common measurement unit – both measurements are considered to 

be already into HL7/FHIR format, resulting into the datasets of Figure 11 and Figure 

12: 

 

 
Figure 11 - Interoperable dataset A 

 
Figure 12 - Interoperable dataset B 

 At the same time, the HHR manager is invoked by the Data conversion component, by 

returning the constructed HHR structure to the Data conversion component, resulting 

into the skeleton of Figure 13: 
 

 
Figure 13 - HHR structure 

 In sequel, the aforementioned datasets (being anonymized, cleaned, and 

interoperable) is being sent to the Trust & Reputation evaluation component, where the 

trust and reputation rating of all the datasets (i.e. hospital dataset, dataset A, dataset 

B) takes place by annotating them as trustful, based on the existing trust, reputation, 

and reaction models. 

 Taking this as an input, accompanied with the HHR structure and the interoperable 

data (i.e. the incoming data from Figure 11 and Figure 12), the Data aggregation 

component accepts and extracts the relevant data based on the existing HHR record 

types. Thus, this component pulls the existing records from the CrowdHEALTH Data 
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Store as in Figure 14, and appends the new data into the already existing HHR 

records. 

 

Figure 14 - Existing records from the CrowdHEALTH Data Store 

Consequently, the measurements, the instances and the values of each different citizen, from 

the hospital dataset, dataset A, and dataset B are being merged, and then stored into the 

CrowdHEALTH Data Store, creating the HHRs of the remaining figures (one HHR per citizen): 
 

 
Figure 15 - HHR (User ID - 1024) 

 
Figure 16 - HHR (User ID - 5050) 

 
Figure 17 - HHR (User ID - 4009) 

 
Figure 18 - HHR (User ID - 8006) 

 
Figure 19 - HHR (User ID - 5973) 
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 As soon as the HHRs have been filled and stored into the CrowdHEALTH Data Store, 

the Context analytics component identifies cluster similarities based on the context 

obtained from the compiled HHRs, resulting into the creation of the HHR clusters with 

similar context. In the provided example the HHR (user ID - 8006), and the HHR 

(USER ID - 5973) have similarities in terms of measurements, belonging to the context 

of cardiovascular diseases, creating the Cardiovascular Diseases HHR Cluster. The 

latter it is performed through the HHRs clustering & classification component that 

captures all the correlations among the similar HHRs. These HHR clusters are then 

stored into the CrowdHEALTH Data Store. 

 The Big data analytics are performed on the stored data (i.e. HHRs, HHR clusters, 

historical citizen data), enabling correlations and extraction of situational factors 

between biosignals, physical activities, medical data patterns, clinical assessment, and 

laboratory exams.  

 

In the context of Health analytics: 

 The Clinical pathway mining component takes as an input all the HHRs, as well as the 

HHR clusters that are stored into the CrowdHEALTH Data Store, and identifies 

similarities or differences in treatment among groups of patients. In the 

Cardiovascular Diseases HHR Cluster, it is seen that despite the fact that citizen 

with USER ID: 5973 is much older than the citizen with USER ID: 8006, the first’s 

citizen measurements are much better than the second’s one. It is clear that the 

treatment followed by the citizen with USER ID: 5973, consists of weight loss (based 

on her height), and many hours of activities per day. On the other hand, the citizen with 

USER ID: 8006 is not exercising at all, while she is overweight.  

 The Causal analysis component takes as an input all the HHRs, the HHR clusters, as 

well as the population segments that are stored into the CrowdHEALTH Data Store, 

and identifies the properties that affect the performance of the policies and the care 

plans. In the current example, it is observed that the Oxygen Saturation measurement 

is not measured in all the HHRs of the Cardiovascular Diseases HHR Cluster, as it 

is not obligatory to identify the health risks of certain citizens, if they are investing time 

in several activities per day. 

 The Multimodal forecasting component takes as an input all the HHRs, the HHR 

clusters, as well as the population segments that are stored into the CrowdHEALTH 

Data Store, and estimates the applicability and effectiveness of the health policies, 

taking into consideration that the citizen with USER ID: 8006 would have effective 

improvements to her Systolic & Diastolic Blood Pressure, if she would invest more time 

on daily activities, and would lose weight (based on her height), according to the 

results of the citizen with USER ID: 5973. 

 The Risk stratification component takes as an input all the HHRs as well as the 

population segments that are stored into the CrowdHEALTH Data Store, and provides 

via the risk stratification tool insights and information to the end-users concerning both 

the care plans and the policies that have to be constructed. In the current example, the 
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end-user is the citizen with USER ID: 8006, and selects the “Risk of myocardial 

infarction within one year” risk stratification tool that she is interested in, having the 

ability to make some configurations, such as choosing the period that should be 

analysed. After the tool has processed the data, results are returned to the user who 

can analyse the results. Therefore, she finds out that 10% of the population is at high 

risk of myocardial infarction. Further, she finds that of the people at high risk, 80% are 

male over the age of 50 years old. To this end, it should be noted that the end-user 

may repeat this process to examine different periods to appreciate how the risk 

changes over time. 

 

In the context of Policies: 

 The Policies creation component, acquires the outcomes of the Policies modelling 

component (i.e. structures & KPIs), the outcomes of the Policies Evaluation component 

(i.e. experiments’ results), as well as the analytical results of all the Health analytics 

mechanisms, for proposing the corresponding health policies. As a result, in the 

current example the Policies creation component constructs the following query 

[“Select /Based on the ‘CrowdHEALTH Data Store’ What is the ideal weight and how 

can we reduce the Systolic/Diastolic Blood Pressure and increase the quality of life.”] 

 Based on the aforementioned results, a policy is created concerning the 

Cardiovascular Diseases HHR Cluster, advising that: “The ideal weight (in kgs) 

should be 110 units less than someone’s height (in cm). Daily activities of 2-3 hours 

per day, reduce the Systolic/Diastolic Blood Pressure, aid at the weight loss, and 

increase the quality of life”.  

 The constructed policy is then stored into the CrowdHEALTH Data Store, whilst it is 

visualized through the Data visualization component. 

 

To this end, it should be noted that both the Policies and the Health analytics sub-

components are parts of the Policy Development Toolkit. 

6.2. Data & Structures 

The Data & Structures layer will consist of three different sub-layers that will contain different 

components, according to its functionality. These sub-layers will be the (i) Data Ingestion, (ii) 

Data Integration, and (iii) Data Processing. 

6.2.1. Data Ingestion 

6.2.1.1. Plug’n’Play sources 

In the context of the Plug‘n’play sources component, an innovative mechanism is proposed for 

integrating both known and unknown heterogeneous data sources during runtime, in order to 

collect data out of them. In more details, the mechanism consists of four (4) different stages:  
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(i) In the first stage (Specifications & APIs Identification), the identification of the data 

sources’ specifications and APIs takes place. More specifically, the various available data 

sources (e.g. sensors, (mobile) applications, tablets, etc.) are discovered and categorized 

into either known (in terms of predefined APIs methods) or previously unknown (in terms 

of undefined APIs methods) data sources. As soon as all these data sources are 

connected to the CrowdHEALTH platform via the interface that is provided by the 

developed network layer, their general information is acquired, concerning both data 

sources’ specifications (i.e. hardware and software) and APIs (i.e. multiple methods). 

Thus, information is gathered about (a) both known and unknown data sources’ 

specifications, (b) known data sources’ APIs, not only in terms of source code, but also in 

terms of what exactly each method in the API represents, and (c) unknown data sources’ 

APIs, only in terms of source code, as the representation of each method in the API is 

unknown. 

(ii) In the second stage (Specifications Classification), a classification mechanism is 

proposed, which classifies data sources’ specifications based on “existing” (in terms of 

already defined APIs) data sources’ specifications. More particularly, knowing all the data 

sources’ (i.e. both known and unknown) specifications (e.g. brand, model, memory, etc.), 

they are classified according to the similar specifications they have.  

(iii) In the third stage (APIs Mapping), the mapping of the APIs takes place. In order to 

achieve this mapping, Generic API Ontologies are constructed, where each device’s API 

methods are illustrated into a Generic API Ontology, in order to match the known APIs’ 

data methods with the unknown APIs’ data methods. More particularly, in the first stage, 

knowledge about known data sources’ APIs was acquired, not only in terms of source 

code, but also in terms of what exactly each method in the API represents. However, as 

for the unknown data sources’ APIs, the acquired knowledge referred only to the source 

code, as the representation of each method in the API was unknown. Consequently, by 

mapping all the data sources’ (i.e. both known and unknown) APIs through their 

illustration into different Generic API Ontologies, as well as by exploiting the 

classification’s outcomes from the Specifications Classification stage, the developed 

mechanism concludes to the final APIs’ mapping, where the data sources with the same 

specifications will result into having the same APIs. Hence, the data methods of the 

known data sources’ APIs source code (in terms of meaning) will result in the recognition 

of the data methods in the unknown data sources’ APIs source code, which were 

unknown before that step. 

(iv) All of the aforementioned stages are being performed as preliminary steps for the final 

stage, that is composed of the proposed Dynamic Data Acquisition API, which is the final 

outcome of the mechanism, and responsible for translating the data sources’ APIs into a 

common format.   

 

It should be noted that the proposed mechanism requires prior knowledge of the used data 

sources’ (a) transmitted data format (e.g. csv/xml/xls files), (b) APIs (i.e. source code), as well 

as (c) specifications (i.e. hardware and software specifications) that will contain the same 

semantics in terms of specifications’ descriptions and measurement units. 
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6.2.1.2. Gateway 

The scope of the Gateway component is to support the process of acquiring multimodal data 

from various sources and various providers, which may be described in different and often 

inconsistent formats. The Gateway aims to provide an abstracted and unified API that will 

support the acquisition of information from several data sources (and as a result from several 

interface implementations) including healthcare organisations, sensors, laboratories, mobile 

applications and more. The delivery of the Data Gateway will facilitate the resolution of the 

connectivity and communication challenges with such information sources, ensuring – through 

the interaction with the rest of the internal components of the CrowdHEALTH architecture – 

the integration of the acquired (and harmonised and cleaned) information into the HHRs, 

constituting the final aspired outcome of the CrowdHEALTH platform. 

The Gateway component includes a configuration service to enable configuration of the 

connection parameters per connection type and source, a database connection handling 

service to allow connection to SQL and NoSQL databases to obtain the data, a File Parser 

Service that enables the retrieval of data based on different formats and a RESTful Client 

Service to pull data from the external sources based on predefined data intervals. Additional 

information regarding the Gateway component is provided in D3.5 – Data Sources and 

Gateways: Design and Open Specification v1 [7]. 

6.2.1.3. Data anonymization & access control 

Anonymization approaches of healthcare-related data are usually focused on generalizing the 

data into equivalence groups so that each resulting group contains at least n records with 

identical attributes. This process reduces the privacy risk associated with the collection, 

storage, management, distribution and publishing of information. Thus, anonymization 

attempts to level the positive outcomes of using and sharing personal information, whilst 

protecting the privacy of individuals. CrowdHEALTH will employ privacy preserving solutions 

by employing the technology of anonymization at the source of data. That is that the data will 

be anonymized at the CrowdHEALTH integrated entities level before entering the system. The 

methodology that will be followed for data anonymization will be based on the k-anonymity or 

a variation of it. Identity disclosure can be prevented with a k-anonymous version of the initial 

dataset, that is, an original record cannot be distinguished within a group of k records sharing 

quasi-identifier values. The anonymization of data in k-anonymity is achieved by following the 

following two methodologies: 

 Suppression: In this method, the value, or a part of the value, of certain attributes are 

replaced by an asterisk. 

 Generalization: In generalization, the individual values of attributes are not removed but 

are replaced by a broader category. 

ABAC provides a scalable solution to enforce context-based evaluation of requests system 

that provide support for defining and enforcing the conditions in which the access to specific 
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resources (be it the data itself or platform specific services) is allowed. This will allow 

operators to define specific time, geographical and network-specific bounds for a greater 

control over when and how information can be consumed. ABAC relies on the evaluation of 

subject attributes, object attributes, environment conditions and the access control policy 

defining allowable operation for subject-object combinations. CrowdHEALTH will employ such 

an ABAC mechanism to build effective and efficient access control policies. Additional 

information regarding the Data anonymization & access control component is provided in 

D4.17 – Integrated Holistic Security and Privacy Framework: Design and Open Specification 

v1 [8]. 

6.2.2. Data Integration 

6.2.2.1. Sources reliability 

In the context of the sources reliability, an innovative predictive selection mechanism is 

proposed for achieving data reliability and availability during runtime. In more details, the 

mechanism will be able to classify both known and unknown data sources to specific “levels of 

trustfulness”, based on the data sources’ data reliability, provided information type, as well as 

data availability. In order for the mechanism to decide whether each data source is considered 

as reliable or not, a threshold level will be set for each different “trustfulness” criterion (i.e. data 

reliability, provided information type, data availability). Afterwards, the mechanism will 

aggregate the results of each data source, calculating the average of the pre-defined criteria, 

deciding whether the data source is considered reliable or not, thus resulting in the selection of 

only the reliable data sources (i.e. the data sources that overcome the set threshold). Additional 

information regarding the Sources reliability component is provided in D3.19 – Reliable 

Information Provision in Healthcare: Design and Open Specification v1 [6]. 

6.2.2.2. Data cleaning 

Data cleaning within the context of CrowdHEALTH will relate to: (i) the identification of errors 

associated with conformance to specific constraints, safeguarding that the data measures 

compare to defined business rules or constraints, including yet not limited to a) conformance to 

specific data types (integer, string, etc.), b) conformance to value representation (e.g. for text 

formatting "123-45-6789" or "123456780" or "123 45 6789"), c) conformance to range 

constraints (minimum and maximum values), d) conformance to pre-defined values (e.g. values 

selected from a drop-down list), e) conformance to cross-field validity (e.g. the sum of the parts 

of data must equal to a whole) etc., (ii) the correction / removal of errors identified during the 

aforementioned validation process, (iii) the completion of missing information, safeguarding 

that the data set provided is fully complete, as well as conformance to mandatory fields / 

required attributes (required fields which cannot be empty), and (iv) safeguarding that data 

provided is accurate. 

To this end, custom software components undertaking the methodological processes 

aforementioned will be developed taking into consideration the various types of analyses that 
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need to be supported, supporting processes for filtering data according to user-defined filters 

and rules, handling outliers (mostly applied to forecasting algorithms), for handling missing 

values (e.g. through linear regression), as well as for decomposing and for smoothing data. 

Additional information regarding the Data cleaning component is provided in D3.19 – Reliable 

Information Provision in Healthcare: Design and Open Specification v1 [6]. 

6.2.2.3. Data conversion 

Starting from the main core of the data conversion mechanism, it will require a set of 

connectors that are responsible for applying the conversions whenever the transformation is 

required. Therefore, information from diverse sources of data, including information structured 

according to the HL7/FHIR standard, will be classified by its origin, annotated according to the 

domain, and semantically mapped with other standards, in order to be finally sent to the 

information aggregation components and to the data store. 

For each possible source of information there will be a process of understanding and analysis, 

taking into account the domain and the state of the information in that source, in the sense of 

structure and codification of the clinical information. After this process, the specific connector 

for that source will be developed, so that it can start the rest of the processes carried out in the 

data conversion component, and the final transformation of this information. Consequently, 

connectors will be created that will allow the disposal of the information prepared to be 

shared, by having this information expressed in a lingua franca, and in the specific connectors 

to transform this information back from this lingua franca, to another specific language. 

Within this component, a key functionality refers to the Structure Mapping of the incoming data 

with the target or standard structure, adopted in CrowdHEALTH. To realise this functionality, a 

Structure Mapping component will establish ontology alignment approaches (e.g. [9], [10]) to 

harmonise and transform incoming data in the target data model of HHRs. The structure 

mapping will interact with other sub-components of the Data Conversion component to seek 

semantic transformation in the incoming data, particularly where there is a need to 

harmonise/align terminologies used within different data models. Moreover, another key 

functionality refers to the Terminology Service that will be responsible for identifying the 

semantics and the terminologies of the incoming data, interacting as well with the provided 

data in order to understand the terminologies and perform terminological mappings to the 

content of this data. Additional information regarding the Data conversion component is 

provided in D3.9 – Advanced Interoperability Techniques: Design and Open Specification v1 

[11]. 

6.2.2.4. Data aggregation 

The aggregation functionality offered by the Data aggregation component will be accessible 

through the REST interfaces, which will be designed to process data of specific type or from 

specific sources. In particular, the data aggregation operations will be encoded within different 

micro-services, where each micro-service will be tuned to process or aggregate specific 
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nature of the data. Within the Data aggregation component, a sub-component will be 

responsible for analysing the incoming data and assigning a specific micro-service to perform 

the respective aggregation operation. The micro-services will also communicate with the API 

exposed by the HHR manager in Section 6.2.2.5 to aggregate the data in relevant HHRs. The 

aggregated data will be stored in the underlying big data (LeanXcale) platform. The big data 

platform provides a scalable relational database and polyglot queries across NoSQL data 

stores (such as MongoDB, HBase, and Neo4J) to allow the aggregation and storage of data 

coming from various sources and in various formats. The Complex Event Processing system 

of CrowdHEALTH will also be integrated in the big data platform so that streaming data can be 

seamlessly correlated with the already stored HHRs data. Additional information regarding the 

Data aggregation component is provided in D4.7 – Generating and Knowledge Framework: 

Design and Open Specification v1 [12]. 

6.2.2.5. HHR manager 

The HHR manager is a library that will implement the features listed in Section 5.1.1. In 

particular, the HHR manager will provide the APIs to instantiate and populate HHR Java 

objects, compliant to the HL7/FHIR standard. Moreover, the HHR manager will supply a set of 

rules to convert the HHR model to HL7/FHIR.  

The HHR model is obtained by firstly producing a separate conceptual data model for each 

use case, then clarifying their semantics with a preliminary mapping to the HL7/FHIR standard 

and finally merging the separate models in a unique HHR conceptual model. A coherent 

mapping to HL7/FHIR is therefore defined with respect to the merged conceptual model, in 

order to guarantee that different teams adopt the same HL7/FHIR representation (as 

HL7/FHIR allows different representations for the same information). The conceptual HHR 

model is specified in UML, with the adoption of specific constraints and stereotypes, while the 

mapping is expressed using structured tables and the HL7/FHIR Path language. Generally, 

HL7/FHIR is considered easier to implement than previous standards, covers very well the 

clinical aspects of human health and has a good extension mechanism that allows adding 

information models for aspects not yet covered by the model. 

 
Although based on HL7/FHIR, the HHR model is designed at a higher conceptual level, by 

either making explicit several concepts that are implicit in the HL7/FHIR standard, or by 

extending it in order to add missing concepts. By maintaining a double view, the HHR model 

aims on one hand to guarantee the interoperability and the possibility to implement it on top of 

existing HL7/FHIR libraries, and on the other hand it is also intended to be usable 

independently from HL7/FHIR (and its future evolutions) and applicable also for different 

purposes than the exchange of health data. Additional information regarding the Data 

aggregation component is provided in D3.1 – Health Record Structure: Design and Open 

Specification v1 [13]. 
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6.2.2.6. Trust management & reputation modelling 

The trust management & reputation modelling component is responsible for ensuring the 

correctness, safety and security of the sensing entities and their generated data throughout 

their interaction within the CrowdHEALTH framework. 

Besides being a critical component due to the inherently strong connection and relevance of 

the data being collected and processed, within the specific healthcare context a key 

requirement is also the support for privacy-preserving trust and reputation modelling, realized 

through both anonymization and pseudonymization techniques. 

The trust and reputation model consists of two main models: the Trust Evaluation Model, and 

the Reaction Model. The Trust Evaluation Model’s goal is to provide and refine reputation 

scores for specific events and entities (e.g. measurements reliability), their aggregation and 

evaluation proving the content of the Reputation Model. The Reacting Model provides a 

mechanisms for generating feedback based on the reputation and trust evaluations of the 

events and entities interacting with the system; feedback mechanisms can vary and can be 

optionally implemented and automatically executed, and can range from simple logging 

events, to generating new information and forwarded into the system, or to executing custom 

mitigating routines (e.g. transparently computing average values for specific entities when the 

trust or reputation of a single entity is not high enough). Additional information regarding the 

Trust management & reputation modelling component is provided in D4.17 – Integrated 

Holistic Security and Privacy Framework: Design and Open Specification v1 [8]. 

6.2.3. Data Processing 

6.2.3.1. HHRs clustering & classification 

In the HHRs clustering & classification component possible criteria for linking/merging the 

health records of the same person in an automatic way will be defined. Since this component 

will start to be implemented in M13 no additional information can be currently provided, as the 

aforementioned way is under discussion.  

6.2.3.2. Context analysis 

The context analysis component aims at creating a functional profile of the items being 

analysed. In the case of CrowdHEALTH, these items refer to the HHRs. To this end, context 

analysis will facilitate the clustering and classification process (described in the previous 

paragraph) by providing similarity metrics towards the aforementioned process. As a 

component, it includes a set of sub-services for data clustering and categorization to discover 

meaningful HHR sets (e.g. based on health or medication status), for situational awareness to 

identify the context (e.g. epidemic disease) and emerging situations, for semantic searching in 

order to obtain the information that will be analysed, for service lifecycle management to 

enable collection, analysis and decision on top of different (and potentially continuously 

updated) datasets, for directory maintenance regarding logging and successful proposals for 
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HHRs clustering (thus triggering an optimization loop), as well as for performance and 

scalability given the size and diversity of the datasets that will be handled by the 

CrowdHEALTH platform. Additional information regarding the Context analysis component is 

provided in D4.7 – Generating and Knowledge Framework: Design and Open Specification v1 

[12]. 

6.2.3.3. Big data analytics 

The Big data analytics platform will use LeanXcale technology to provide full SQL ACID 

transactions in a scalable way. The platform will integrate several data-stores and provide a 

higher-level layer to abstract data-store access from applications, so that applications can use 

an SQL JDBC driver to make transactions or access the information. Data stores, such as 

Neo4J, MongoDB, HBase and HADOOP datalakes will be integrated. The internal LeanXcale 

advanced key-value and columnar store will also be available so that the applications will be 

able to use it seamlessly through the JDBC layer. Thus, the Big data platform will be 

comprised of the data-store technologies described above that can deal with mixed 

OLTP/OLAP workloads and a Complex Event Processing engine capable of performing 

parallel distributed streaming analytics and real-time rule based algorithms (e.g. to raise 

alarms on conditions detected through on-line health sensor information). 

The most common interface for Big Data platform will be the SQL JDBC driver both to insert 

aggregations, to do analytical queries or to access the information. Besides, Big Data platform 

will interface with the security layer to get the authentication and authorization to the 

information. It will also interface with data streaming channel that will feed the CEP engine that 

- in turn - can persist information in the data-store as needed. 

Concerning the end users, they will also interface directly with HADOOP datalakes and be 

able to access that information from the common SQL Query Engine Interface as long as they 

provide a meaningful metadata description to parse datalake files. Additional information 

regarding the layers that build up the full big data analytics platform ecosystem including the 

CEP engine are cited in D4.1 – Scalable Big Data Management: Design and Specification v1 

[14]. 

6.2.3.4. Data visualization 

The Data Visualization workbench (Figure 20) will provide a way to easily create a 

visualization dashboard by means of a visual query builder and a visualization authoring tool. 

The former will allow users to create analytical and real-time queries visually. These queries 

will be made available in a catalogue for later reuse in the visualization authoring tool. At that 

point, the real-time big data platform can execute the query and retrieve some data for 

defining the desired type of visualization (type of chart, units). This workbench will link these 

visualization components, generating a visualization dashboard that will interact with the real-

time big data platform to trigger the execution of queries.  



D2.4 - Conceptual Model and 

Reference Architecture v1 
20/11/2017 

 

                                       

 

42/57 

 

Figure 20 - Data Visualization workbench 

6.3. Health Analytics 

6.3.1. Risk stratification 

Towards risk stratification, a range of tools and techniques will be adopted in order to integrate 

decision and outcome data from both clinical and social processes, utilizing all the potentially 

relevant variables and measurements integrated in the HHRs (e.g. at the individual’s clinical 

level, lifestyle, environmental and social networking levels).  

The risk stratification comprises techniques for processing data, such as performing feature 

extraction and dealing with missing data, models capable of data-driven classification and 

post-processing to prepare results for end-users. Within the context of the development of risk 

stratification models, several types of data analytics will need to be applied in order to 

experiment with the available data. Towards this end, classification (e.g. decision trees and 

naïve Bayes) and regression (e.g. linear, logistic, or multinomial logistic) algorithms will mainly 

be exploited in order to facilitate classification of individuals into profiles, to identify 

correlations between the data collected, to facilitate probability prediction, as well as to identify 

deviations from the patterns defined. Data consumed by these models come from the HHRs 

through the Data Store (see Section 6.2.3.3.), and are executed by a Risk Stratification 

Orchestrator. Each of the risk stratification tools are expected to be delivered as services 

implementing a common API for configuring risk evaluation jobs and obtaining results. This 

allows risk model developers to integrate new algorithms addressing specific cases into the 

platform ad hoc. The outputs of these tools are fed into the Policies evaluation component that 

is furtherly discussed in Section 6.4.4.  

Regarding the exploitation of the risk stratification module in the context of policy making, 

assuming that the end-user has created a policy instance utilising the capabilities discussed in 
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Section 5.2.1, they may explore the health analytics available in the CrowdHEALTH PDT. At 

this point, they may first view the risk stratification tools that are available, as seen below in 

Figure 21. Additional information regarding the Risk stratification component is provided in 

D5.3 – Data-driven Analytics for Risk Stratification: Design and Open Specification v1 [15]. 

 

Figure 21 - Risk stratification use case diagram 

6.3.2. Clinical pathway mining  

There are three main types of process mining approaches: process discovery, process 

conformance, and enhancement: (i) Discovery aims to discover the flow of activities and 

processes by analysing the data from scratch and with no information of which is the shape of 

the process. Process Mining Discovery algorithms are those algorithms that infer graphical 

flows (Usually workflow based) from samples of past processes executions. Discovery 

algorithms do not need any previous model. These algorithms are used for building a model 

that represents the real process that follows a patient (or group of patients). (ii) Conformance 

aims to discover the database samples that match a given workflow. It helps to find out which 

implementation of the defined protocol is the most common and which were the unexpected 

(unplanned) paths that patients were driven through. Moreover, process mining conformance 

algorithms help to compare designed workflows with the inferred flows obtained with the 

discovery models. (iii) Process enhancement is a technique to provide visual information 

about which is the load of the workflow among their nodes and transitions. For instance, using 

traffic lights to identify most common nodes in a workflow. Process Mining Enhancement 

algorithms are thought to enrich the graphical information of processes, usually workflows, 

highlighting specific behaviours that provide essential information to understand the flow. By 

using colour gradients for providing information about the duration of actions or the number of 

transitions between actions, it becomes possible to visually represent deadlocks and 

bottlenecks in the system, as well as to easily detect the most common paths and activities 

performed by patients. 
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These process mining technologies use a log of actions recorded on a temporal basis in order 

to infer workflows that explain the whole process in a human understandable way. Traditional 

process mining is based on the use of transactional logs as samples. The information 

available on those transactional logs is composed by events that should include information 

about the starting time and, sometimes, the finishing time. This paradigm, known as Event-

Based Process Mining does not take in consideration the information of the result of the 

performed actions or events. In the case of Clinical pathway, the result of the performed 

actions is crucial for understanding the process execution. For instance, considering the body 

temperature measurement for a flue diagnosis, the action may produce two different results: 

Fever or Not Fever. Depending on the result produced by the action, the next action that 

should be executed is defined according to the Clinical Guideline. In our example, if the 

patient has fever, the next action to perform might be Take Pill or in the case of Not Fever, the 

next action might be Do Nothing. The result of the actions is crucial to understand the 

underlying cause of the next steps detected in the Clinical Pathway. Traditional process 

mining techniques, do not allow such identification because they do not take into account the 

action result’s information. To enable this feature, CrowdHEALTH proposes a new mining 

paradigm that takes into account all this information by feeding the process modelling 

algorithms with HHRs. The mining paradigm will be realized by applying and developing 

machine learning techniques for finding patterns in sequential data, clustering and predictive 

modelling, including survival analysis. Another key point towards finding these patterns is the 

involvement of policy makers, which will ensure the validity of the hypothesis inferred by PR 

algorithms. In order to do that, there are two possible approaches for incorporating the expert 

in the inference process (both of which will be evaluated for applicability in CrowdHEALTH): (i) 

Post-process approach: The PR system offers a solution, that the expert analyses and adapts 

it. (ii) Interactive approach: The expert is involved in the IPR building process of the solution. 

IPR techniques steer a continuous refinement and re-definition of the care protocols based on 

real evidence and comparison among gold standard clinical guidelines. 

6.3.3. Causal analysis 

Most of the questions that motivate studies around health and behavioural sciences are not 

associational but causal in nature. For instance, what is the efficacy of a prescribed drug in a 

given population? Whether data can prove quit smoking and every day physical activity 

improve patients’ condition? What fraction of surgical mistakes could have been avoided by a 

given policy? What was the cause of death of a group of people, in a specific incident? All the 

above are causal questions because they require some knowledge of the data-generating 

process. They cannot be computed from the data alone, nor from the distributions that govern 

the data. Although there are well-established conceptual frameworks and algorithmic tools for 

tackling such problems, they are hardly known to the research community and healthcare 

centers, who could put them into practical use. 
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Moreover, causal method goes deeper in the analysis and it is aiming to infer not only beliefs 

or probabilities under static conditions, but also the dynamics of beliefs under changing 

conditions, for example, changes induced by treatments or external interventions.  

It should be noted that there exists a distinction between statistical analysis and causal 

analysis. In deeper details, standard statistical analysis includes among others: regression, 

estimation, and hypothesis testing techniques aiming to assess parameters of a distribution 

from samples drawn of that distribution. Counting such parameters, we are able to infer 

correlations among variables, estimate probabilities of past and future events and update 

those probabilities by adding new evidence or new measurements. Standard statistical 

analysis is the best way to analyze all the above as long as experimental conditions remain 

the same. Causal analysis aims to infer not only static condition probabilities, but also the 

dynamics of notions under changing conditions, for example, changes induced by treatments 

or external interventions. This distinction implies that causal and associational concepts do not 

mix. For instance, in the joint distribution of symptoms and diseases there is nothing to tell us 

that curing the former would or would not cure the latter. Generally, in a distribution function 

there are no evidences to tell us how that distribution would differ if external conditions were to 

change, for example from observational to experimental setup, because the laws of probability 

theory do not dictate how one property of a distribution ought to change when another 

property is modified [3]. This information must be provided by causal assumptions that identify 

relationships that remain invariant when external conditions change. Additional information 

regarding the Causal analysis component is provided in D5.15 – Multimodal Forecasting and 

Causal Techniques Design and Open Specification v1 [16]. 

6.3.4. Multimodal forecasting 

The multimodal forecasting approach in this task it has the meaning of analysing group of 

patients or population based samples that we observe over time. The key element is through 

this time-based observation we are able to explore their progression towards some diseases 

and potential risk factors. In most cases in public health studies, we are repeating the 

measurements in order to end up to the right conclusions but within the CrowdHEALTH 

platform it is aimed to simulate these metrics in order to forecast diseases development or the 

potential risk factors. 

As forecasting becomes available through the multi-source data aggregated, online and offline 

analyses will be conducted on the actual data being captured, to assess the impact of specific 

policies on patient-level (i) behaviour change through coaching and (ii) prevention of medical 

conditions and side effects through medical information. Each such forecasting process will 

result in a “binary” outcome generated and on/off-line processes, corresponding to either a 

“positive” or a “negative” change for each specific policy. Moreover, the forecasting 

mechanisms of CrowdHEALTH will be used to provide the means for the estimation of the 

impact of the various policies and interventions on a patient-level and will be combined with 

methods for enhanced decision-support. Additional information regarding the Multimodal 
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forecasting component is provided in D5.15 – Multimodal Forecasting and Causal Techniques 

Design and Open Specification v1 [16]. 

6.4. Policies 

The PDT is going to be one of the main outcomes of the CrowdHEALTH project to aid in the 

design of PHPs. Hence, it should be understood as a DSS for public health decision-making. 

The PDT will provide a unique interface and point of reference for policy makers, allowing 

them to state their questions, obtain analytical results, model, create and evaluate policies. To 

this end, the PDT will trigger the underlying Health Analytics mechanisms to provide the 

corresponding information to the policy makers, while integrating the Visualization Workbench 

to ensure that the results are presented in a meaningful and complete way in order to drive 

decision making regarding policies. 

In greater detail regarding the underlying Health analytics components, the PDT aims to 

incorporate an ontology-based policies modelling, a set of data-driven models for forecasting 

and prediction, a set of tools for filtering and identifying population, a tool for visualization of 

the available data, both for taking decisions and for monitoring the evolution of the policies, 

and a tool for testing beforehand different choices in terms of cost-effectiveness analysis. In 

this way, the PDT will be a data-driven, document-driven, model-driven, and knowledge-driven 

DSS for aiding in the design, development and monitoring of PHPs, especially in the 

development of KPIs that should be used to monitor and evaluate the policies. 

6.4.1. Policies modelling 

The modelling of PHPs aims to provide a common structure and KPIs for the design and 

development of PHPs based on what is currently found to be the best practices. Defining 

Health Policy may be difficult since it depends on the profile and the experience of who 

defines it. Hence, a definition of what is a policy, its context and the measurement of its effect 

is mandatory.  

Based on the definitions, the modelling of PHPs will be based on ontologies following an initial 

approach to a semantic reasoning model based on the schema of the semantic web. 

The first final goal is to provide a common structure for developing PHPs. This structure could 

be around the PHP, but there are some issues related to PHPs that are very complex and 

difficult to model such as the context or the process. We therefore prefer to use the 

assessment and measurement of PHPs – the KPIs - as the center of the modelling structure 

for designing PHPs.  

Hence, the structure of PHPs will be the structure of KPIs. A KPI is a performance 

measurement that allows evaluating the evolution of a specific policy. Choosing the right KPIs 

relies upon a good understanding of what is important to the public health authorities and that 

often depends on the actors and stakeholders involved. Based on the need to understand 
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what is relevant to public health authorities, there are different techniques that allow assessing 

the present state of public health and that are associated with the selection of performance 

indicators. These assessments often lead to the identification of potential improvements, so 

KPIs will be driving new policies in a loop-design fashion. 

The structure of a modelled policy is thus centered on the KPI. This structure considers that a 

KPI measures a specific public health policy (or a set of PHPs) that should be informed to a 

set of actors that are relevant decision-makers and/or that are interested in monitoring the 

effect and evolution of the policies that have been created or modified, and that also affects a 

set of stakeholders such as individuals, citizens, groups, or organizations. At the same time, 

the KPIs make use of sets of data that will be identified by means of the population 

identification module. Finally, a KPI may get some predictions/forecasting/information from the 

data-driven models and data analytic tools available that at the same time make use of 

particular data that has some features that corresponds to those used for developing the 

models. Figure 22 illustrates the schema of the aforementioned structure. 

 

Figure 22 - Illustration of the structure of a policy modelling based on the KPIs 

6.4.2. Policies creation 

In CrowdHEALTH policies must be clear about the context, goal, or purpose that are trying to 

succeed. The main contribution of the project is the holistic approach, which aims at the cross-

domain exchange of knowledge while focusing on efficient applied health policies creation. 

Health in all policies and fusion of different networks and data can create multidisciplinary 

policies extending disciplinary boundaries in a cross-context way. Data driven and evidence 

based health care based on collaborative actions, can provide exponential benefits regarding 

quality and reduced cost. Prevention, early detection and healthy lifestyle are only a few 

examples. Health policy making through CrowdHEALTH will also aim at supporting areas like 

poverty, economic development and should provide a new disciplinary or social perspective 

on a given problem. To this end, analysis of datasets will be performed through the PDT 

considering these aspects as well. 
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The policy creation procedure will follow the steps described below and it will be implemented 

through a wizard: 

Step 1: Select (or build) the appropriate policy model utilizing the policies modelling tool 

developed in T5.1. The tool will categorize policies based on goals and involved data like 

disease prevention, cost containment, best clinical practice policies etc. The models will 

include predefined queries and basic structure of the policy.  

 

Step 2: Select the appropriate datasets from the CrowdHEALTH repository and the linked 

HHRs. The available datasets will be produced by the use cases foreseen in the project.  

More specifically the CrowdHEALTH repository will include aggregated and anonymized data 

deriving from: 

a. medication centers Health Department Valencia-La Fe and Karolinska Institute 

b. chronic diseases monitoring data collected by the BioAssist platform 

c. nutrition and lifestyle data captured by the living labs and the kitchen kit in DFKI 

d. anthropometric measurements and motor tests data provided by the SLOfit system 

e. Coaching and Health education data provided by CareAcross 

 
Step 3: Combine semantic interoperable data (already in the CrowdHEALTH Data Store) and 

visualize them using the Visualization Dashboard developed in T4.4. 

 

Step 4: Run and modify the predefined in the policy model queries. In this step, the Risk 

Stratification module developed in T5.2 will be exploited. Moreover, the big data analytics 

capabilities of the platform foreseen in T4.1 will be utilized to provide additional insights (e.g. 

explanation of symptoms, effect of specific medication plans, outcomes of poly-pharmacy 

etc.). 

 

Step 5: Evaluate the policy using the Multimodal Forecasting and Causal Techniques 

foreseen in T5.5 and formulize the policy. 

 

In general, the policy maker will repeat the steps of the policy wizard based on the feedback 

from the evaluation component, in order to achieve the "goal policy" and converge to the 

desired result.  

Some additional policy recommended aspects are as follows:   

 Awareness: The benefits of Big Data in Health must be promoted to encourage a positive 

public mind. Communication strategy to promote added value and practical benefits of 

CrowdHEALTH and encourage positive thoughts. Addressing possible concerns about 

data safety and privacy. Scientific evidence of the benefit and valuable knowledge proving 

that can lead to higher quality of healthcare for citizens. Inform all stakeholders of the 

benefits and the risks, establish trust and confidence.  

 Education and Training: Human resources should be trained to utilize the potentials of 

CrowdHEALTH. Health data analysts and data system managers with statistical analysis 

and information technologies education to utilize the platform. 
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 Expand existing and adapt new sources of data, maintaining quality and safety in the 

CrowdHEALTH repository.  

 Promote applications solving – answering the needs and interests of stakeholders and 

patients. Reliable information and target oriented like personalized medicine is important 

to help stakeholders identify the benefits of the platform.  

 Identify the potentials of the platform analysis. Improve analytical methods and utilize 

predictive power to produce reliable and valuable health information. Continuous 

integration and update of existing analytical methods with new mote advanced. Ethical 

issues and risks must be addressed. Pilot studies. 

 Data access and availability in a secure framework. Defining roles and responsibilities 

regarding the access and processing of data in the form of a glossary in a common 

language.  

 Create common standards to simplify application and improve interoperability. 

Standardize and harmonize contents and structure of data while complying with 

regulations and legal requirements.  

 

More specifically policy makers will be guided through the toolkit and the user interface, with 

web toolkit messages regarding suggestions and usability tips. Due to the diversity (different 

standards and thresholds, different cultures, different stakeholders, different concerns, 

different resources) of each policy maker, the platform goal is to utilize ease of use patterns to 

overcome any user confusion regarding the steps. Thus, mutually exclusive controls will be 

utilized to forbid users choosing incompatible options or options/queries that cannot be served 

by the platform. This way we will minimize the false and impossible policies. 

To simplify the process, we can separate the controls/options in the following categories: 

 Population segmentation: helps the user to choose a portion of whole population, 

based on specific attributes – characteristics that are useful for his policy. For example, 

a population group can have attributes and values like “gender is male and location is 

Italy with age between 30 and 40 years old”. Thus, every analysis will be applied on 

that specific population. 

 Data source selection: By selecting a specific data source, the population is limited 

only to the corresponding data. CrowdHEALTH source has the HHRs. 

 Policy models: Policy model option describes the core of the policy. This option defines 

the main issue/topic e.g. obesity, high blood sugar etc.  

 KPIs: KPIs are a list of option based on which we can “measure” the performance of 

our policy. For example, “visits to doctors” is an indicator that can help as evaluate the 

policy. 

 Predefined queries: As we mentioned before at the lifecycle of a policy, policy makers 

will be able to use policies that already exist in order to use or modify them based on 

their preferences. Selecting a predefined query will cause all controls to be auto 

configured to specific options. Current control helps the policy maker to select from a 
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pool of carefully constructed policies and either apply it as is or modify it before 

submitting. 

 Policy aspect/goal: Policy maker can choose a goal/aspect regarding the cost, risk 

and/or benefits of the policy. Selecting aspects, helps the user to analyze the data and 

view the results based on specified perspective. For example, costs can result to 

suggestions regarding the cost reduction but “Risks” would focus e.g. only on health 

dangers. 

6.4.3. Populations identification 

The identification of the population serves two goals: (i) to identify cohorts or groups of 

individuals for developing data-driven models; (ii) to select cohorts for evaluating policies. 

The population identification will take into account proper inclusion and exclusion criteria to 

fulfil both goals. Population identification should follow three steps:  

(i) To define a set of inclusion and exclusion criteria that fits to the policies that have to be 

evaluated or to the models that have to be developed. 

(ii) To translate those inclusion/exclusion criteria to a technical query, ideally through a panel 

with filter selection. In addition, a number of variables to be taken into account should be 

defined in this step. The aim is to define at the same time the population and its features. 

These filters should convert the defined criteria into a common SQL query or into an ontology-

based filter. 

(iii) The query will be applied to a population based on the available data and a cohort should 

be provided as an outcome. The cohort will accomplish the inclusion/exclusion criteria. The 

cohort will be in the end a set of data with the corresponding variables that have to be used for 

modelling or used for evaluating the defined policies. 

Notice that in the case where the population serves for both goals: developing models and 

evaluating policies that make use of these models, the criteria for each goal should be similar 

and thus the same filters could be used. That means that it could be a good feature of the 

application to allow the filters to be stored. 

6.4.4. Policies evaluation 

Following the White Paper on EU Governance [17] there are five principles of good 

governance: openness, participation, accountability, effectiveness, and coherence. As the 

White Paper states, “From the conception of policy to its implementation, the choice of the 

level at which action is taken (from EU to local) and the selection of the instruments used must 

be in proportion to the objectives pursued. This means that before launching an initiative, it is 

essential to check systematically (a) if public action is really necessary, (b) if the EU level is 

the most appropriate one, and (c) if the measures chosen are proportionate to those 
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objectives”. In the CrowdHEALTH project we will conduct a policies evaluation module that 

takes these principles into account. 

The main drawback however is that the complete evaluation of a public health policy is 

complex since it requires the monitoring of the different defined KPIs to be followed in the 

course of decades. In terms of temporal perspective, there are three different criteria to 

evaluate a public policy: (i) ex-ante evaluation that is done before the plan is executed and 

whose objective is to analyse and determine the adequacy of the intervention to the needs 

that motivate it and its possibilities of success; (ii) intermedia evaluation that is carried out in 

the midterm, between the beginning of the analysis of the public policies and the end of their 

implementation, when the first results are monitored. This midterm evaluation consists of the 

critical analysis of the data collected on the intervention and the measurement of the way in 

which the objectives are being achieved, explaining the differences and estimating in advance 

the final results of the intervention; (iii) ex-post evaluation, which is done once the intervention 

is finished. It allows judging its success, its degree of flexibility and adaptability to an ever-

changing reality, its effectiveness and efficiency and the adequacy of the management and 

monitoring mechanisms foreseen. 

From these three types of evaluation, due to the temporal limits of the CrowdHEALTH project, 

we will be able to carry out the ex-ante evaluation. At the same time, we will focus on 

developing a PDT able to provide a way of conducting future ex-ante evaluations before the 

implementation of the PHPs. 

The ex-ante evaluation could include subjects such as needs, coverage, forecasting 

implementation effects, predictable outcomes and impact. This evaluation will depend on 

population identification carried out by the proper module and that will apply specific inclusion 

and exclusion criteria to allow forecasting in the best and most precise way. This evaluation 

will also take into account the structure of the PHPs and the adapted KPIs in order to provide 

proper data visualization and dashboards for decision makers as well as KPI forecasting, 

possible causal mechanisms, and data-driven models for prediction. The final 

recommendations and suggestions will be reviewed by experts on PHPs in the 

CrowdHEALTH project and faced with best public health practices. 
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7. Lifecycle of data and policies 

CrowdHEALTH encompasses several data elements that are ingested in the platform, stored, 

potentially updated, and analysed. These data elements refer to raw data, created HHRs, 

compiled HHR clusters, policy models, and policies. In this context, the aim of this section is to 

provide a snapshot of how these data elements are correlated in terms of their journey across 

the platform and the potential time frames of their updates and processing. 

 

Figure 23 - Data and policies time journey 

As depicted in Figure 23, the data and policies time journey follows the identified three (3) key 

pillars: the Data & structures, the Health analytics, and the Policies.  

In the context of Data & structures, the platform gathers a segment of medical data from 

various available data sources (i.e. sensors, online tools & platforms, health databases, and 

health records) in real-time, while another segment of data is gathered offline (i.e. historical 

analysis data, and existing policies). To this end, some of this data is updated in a frequent 

manner, while some other is updated in an infrequent or even in a sporadic manner. After the 

real-time data collection, the data cleaning occurs followed from the aggregation of the data 

into the formulated HHRs, which are used as an input for the clustering and classification 

algorithms in order to produce the HHR clusters. At the same time, when the offline data is 

updated (sporadically), the historical analysis data is given immediately as an input to the 
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Health analytics, while the existing policies firstly outline their KPIs, which are then 

represented into a structural format, and finally given as an input into the policies creation. 

Consequently, as the Health analytics have all information available about the historical 

analysis data, as well as the HHR clusters, they apply techniques for carrying out risk 

stratification, causal analysis, multimodal forecasting, as well as clinical pathway mining along 

with context analysis, upon all this gathered data. Given the new feeds from the data block, 

the updates could be frequent triggering the analytics models to be executed (e.g. machine 

learning and artificial intelligence techniques). It should be noted that parts of the analytics 

could be performed in real-time (an option offered by the underlying LeanXcale big data 

platform), which could be exploited for example for context analysis. 

Finally, in the context of Policies, the policies creation takes place, acquiring as an input (i) 

the outcomes of the modelling and the health analytics in combination with the structural 

representations of the KPIs, and (ii) the outcomes and the experiences of the policies’ 

evaluation based upon the experiments made in the identified populations (i.e. closed groups). 

While the modelling and creation of policies could result to infrequent updates (based for 

example on an epidemic disease being identified in the Health analytics block or a new policy 

model with specific KPIs put in place), the evaluation of policies will create results that will be 

sporadically updated given the time frame required to obtain these results and evaluate the 

corresponding policies KPIs. 
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8. Deployment cases 

Due to legal and ethical aspects, it is the fact that in several cases data is not able to be 

shared, exported and transferred across different countries. To overcome this limitation, while 

enabling the development of policies in international level, CrowdHEALTH proposes a solution 

that is based on different deployment patterns. These are depicted in the Figure 24 as two (2) 

different deployment scenarios for the creation of HHRs, HHR clusters, and Health Policies, 

and are analysed further on in this section. 

 

Figure 24 - Platform deployment scenarios 

8.1. Distributed 

In the case of the Distributed Deployment scenario, mechanisms and techniques for local 

deployment and processing will take place. We envision the deployment of a complete 

CrowdHEALTH stack locally in this case. In greater detail, each partner that holds data will be 

able to collect and exploit data that is located in the partner’s region, deriving from different 

data stores that are located in the same or different organizations, resulting into the creation of 

local/regional policies and the formulation of both the HHRs and the HHR clusters. The local 

deployments could be useful in different cases, as for example: (a) hospitals or medication 

centers that have their local information systems and databases (e.g. KI, HULAFE), (b) online 

tools and platforms that utilize their databases (in the country of deployment for these 

databases) but cannot share the data outside the country (e.g. BioAssist), and (c) other 

partners - potentially not belonging to the consortium but which could be interested to exploit 

the CrowdHEALTH stack. The aforementioned partners will exploit, process and perform 

analytics locally on their data, resulting into new knowledge that will be specific for each 

partner’s region. Thus, local/regional policies could be created based on these analysed 

datasets. 
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8.2. Centralized 

In the case of the Centralized Deployment scenario, mechanisms and techniques for 

centralized deployment and processing will take place. Again, a full deployment of the 

complete CrowdHEALTH stack is envisioned. However, the underlying data to be analysed in 

this case will not be the raw data (that will reside in the distributed / local deployments) but the 

derived knowledge from the distributed deployments. This knowledge refers to identified risks, 

forecasts, context analysis outcomes, existing policies and their KPIs but will not be linked 

with the raw data. It should also be noted that the process will be iterative in terms that the 

distributed deployments will create new knowledge as new data is being exploited and the 

centralized deployment will gather the derived value and knowledge out of this data, resulting 

both into updated policies on an international level. 
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9. Conclusions 

This document provides the initial version of the architecture of the CrowdHEALTH platform, 

encompassing all the key elements of the architecture, highlighting the key capabilities it offers 

and providing additional information regarding the interactions and data flows between 

different elements of the architecture.  

Based on the proposed architecture and the design specifications of the CrowdHEALTH 

mechanisms, tools and frameworks, prototypes will be developed and integration will take 

place. The latter (along with the experimentation with several use cases that provide diverse 

data from different sources) will provide useful insights towards the planned future architecture 

updates that will be realized during the project course.  
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